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1 https://wearesocial.com/sg/blog/2017/01/digital-in-2017-global-overview

2 https://www.globalwebindex.net/

Corporations and consumers are increasingly adopting and embracing digital innovations which are  dependent on 

mobile and digital technologies to manage their businesses and daily lives. 

Internet User Population Social Media  Mobility and e-Commerce

In 2017, worldôs population stands at 

7.476 billion whilst Internet user 

population grew by 10% in 2016 to 

3.773 billion, up 354 million compared to 

2015.

50% 

Penetration

66% penetration of global mobile users 

in 2017 which equals to

4.92 billion

The number of mobile 

connections in ASEAN has 

outpaced global average at 

133%. 

Global 37%

ASEAN 47% 

Active social media users 

increased by 21% in 2016, up 

482 million compared to 2015.
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There are 2.8 billion global social 

media users in 2017.
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Digital Snapshot  

ASEAN : 53% More than 1.6 billion e-

commerce shoppers 

worldwide in 2016, 

spending a combined total 

of close to US$2 trillion.2

https://wearesocial.com/sg/blog/2017/01/digital-in-2017-global-overview
https://www.globalwebindex.net/


Cyber Crime

Source: 1 https://news.microsoft.com/stories/cybercrime/

Source: 2 https://www.juniperresearch.com/press/press-releases/cybercrime-cost-businesses-over-2trillion

Cyber crime is a growing and persistent threat to corporations and consumers who are relying on mobile, social 

media and online platforms.

Up to 2016 Current landscape 2020 and beyond

Annual cost to global economy

USD500 billion
1

Estimated annual cost of malicious data 

breaches

USD2.1 trillion
2

Businesses are set to 

dramatically increase their 

spending on security
20%

20 percent of small and 

medium-sized businesses 

have been targeted to date
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Think cyber adversaries only 

target big corporations?

Continued complexity of 

threats
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Economic Impact of Cyber Crime

Top 5 

Source : 2016 World Economic Forum Global Risks Report

USD180m

Cyber attacks

Climate change

Unemployment & 

underemployment

Extreme weather

events

Income disparity

World Economic Forum forecasts that delays in adopting sound cyber security hygiene could result in a USD3 trillion 

loss in economic value by 2020.

Reputational impact can 

reach

Annual cost to global 

economy as of 2016
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1990s 2000s 2010 - 2014 Now

Data in secure systems
ÅMainframe systems
ÅInternetworking
ÅEmergence of open systems

Internet Access and Highly Connected Systems

ÅOnline access to data

ÅConsumer self-service

ÅAdvances in internetworking

Åe-commerce

ÅOnline banking

Access anywhere and anytime

ÅMobile

ÅSocial media

ÅEmergence of connected devices - IoT

ÅBYOD

ÅCloud

ÅBig Data

ÅAPIs

ÅConnection to partners, suppliers

Internet of Things; Internet of Value; Data 
Everywhere

ÅInternet of Things ( IoT)

ÅSmart Devices

ÅSmart Cites

ÅSmart Everything

ÅRobotics

ÅConnected and Autonomous Vehicles

ÅDrones

ÅArtificial Intelligence (AI)

ÅMobile Payments

ÅPayments Between Devices

ÅAdvanced Analytics

ÅCloud Computing and Fog Computing

Curiosity Hackers

First Cyber Crime

Network Attacks

Identity Theft

Organized Cyber Crime

Cyber-Enabled Financial Crime

Critical Infrastructure Attacks

Hacktivists

Cyber Espionage

Cyber Warfare

Cyber Industrial and Economic Espionage

Cyber Terrorism

All that is happening as technology keeps evolving ever more faster and keeps introducing new risks and 
expanding the attack surface.

Source : PwCôs global state of information security survey 2016 

Evolution of Technology and Cyber Risks



Cyber Threat Landscape - Global 

Expanding Attack Surface

Motivated and Well-Funded Threat Actors

Targeted and Sophisticated Attacks

Well-established ñCybercrime Economyò

Cybercrime 

Market

USD 2.1 trillion by 

2019  

=

GDP of Italy
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A bustling underground cybercrime economy that easily undermines global cybersecurity spend of USD75 billion annually.

1 United Nations Office on Drugs and Crime Annual Report 2016

2 FireEye-M-Trends Study 2016 2

Cybercriminals often spend weeks or months (up to 

146 days) within their victimôs network learning about 

their systems, business processes and people before 

mounting an attack. 

Average cost of a data breach in 2016 is USD 4 million, a 

13.6% increase from 2015.

95% of security incidents investigated were attributed to 

Human Error.

76% reduction in spend on responding to security events 

when employees are security-aware and trained.

91% of cyber attacks starts with a phishing email
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